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Current Compliance Issues

oForeign Influences on Research
oCompliance Programs
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oSelf Disclosure

o Effects of a Government Investigation or Audit




Foreign Influences on Research

oForeign entities
oMedia Reporting @|
olnvestigating Researchers and Foreign Students

o Effects to Sponsored Programs & Visa Programs




Foreign Influences: Current State Overview
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Federal intelligence, security, and science agencies and members of Congress have expressed intressing concem
regarding various farms of foreign interference an research
Starting in August 2008, MIH has been taking action to address the concern:
o [ssued “Dear Colleagues” ketter to grantee institutions
o Released the Advisory Committes to the Directar Repart on Foreign Influence in Research in December 2018
o Referred several allsgations regarding foreign influence in biomedical reseanch to federal investigators
MSF, NIH and DOD hawe all mued varying communications that address fareign influence

= Industry palicy and advocacy groups have besn coordinating respanses to sgencies to express their concern about the

impact that the clarifications will have an institutions

= Ky Policy and Advacacy Graups:

= Irstitutions are challenged to

o Association of American Universities (AN
o Council on Gavernmental Relations {COGR)
o Federal Demarstration Partnership (FOP)

Figure aut how to gather
inforrnatian from I'I'I.Il'ﬁﬂl' SN neEs,
across bypically disparate units
within an institution to obtain the
complete picture of fareign
influsnce risk
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Foreign Influence + Other Support:
Agency Guidance

S

o I.Inpaud appointments that provide
acress to kab space, reseanch
makeriak, and staff

o Startup packiges

o Domestic reseanch callabarations
with scientists whose work i<

supparted by an institution that s
niok the NIH grantes

o Consulting that is in "any way"
related to a Faculty member's
regaarch andeavorg

oResearch conducted autside of a
Faculty member's appointrment
period

oParticipation in a “talent” pragram

n.ﬁ” 3|'.'|:|-tl'|!rl'ltl'l5 l.l‘l'lll‘.'ﬂ'Er O nok
refumeration i mdde

» Cusrrent and Pending Support:
o Infrmestion must be pravided for

all current and pending suppart
irrespective of whether such

support is provided through the
propasing onganization ar dirsctly
o thee individual

oAll praject and activities, regandless
of renumeration, that reguire a
time commitment must be
included.

+ DOD i required to:

oProtect I, controlled information,
ke persanned, and infarmation
about eritical technologies relevant
to national security

oLimit fareign influence

o Support effarts toward
develapment of domestic tdent in
relevant seientific and enginsering
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Addressing Foreign Influence

Research institutions across the country are considering various mechanisms to address foreign
influence. Items to consider when implementing other internal controls are outlined below:

» Review and update
Wisting Scientist
agreement templates to
capture technalogy and
space amess, P
restrictians, disdosure
requirements, stc.

FOREIGM GIFTS &

PARTHERSHIPS

* |denkify gifts received
from forelgn entities or
individuals and ensure P

protection, as applicable

* Implement processes for
mscalartisd review of
foredgn agreements
andyor agreements with
companies subject o US
sanctions

SYSTEMS AND SPACE DATA SECURITY

ACCESS

* Ensure identity
mana gement when
proviskoning access o
systems

* Ensure access fo physical
space containing
senslthe data s
restricted

* Manitor acoess kogs for
unisual actky

* Determine strateghes to

protect against data
eafiltraticn

* Hioume senailhve
databases wsing seoune
data cembers andor on
restricted nefwarks

v Prohibit the use of

personal equipment on
restricted natwaorks

* Reuire use of loaner
equipment during forlgn
brav|
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Compliance Programs

oMost programs are based on federal sentencing
gUidenneS @oleman

ols compliance a required program or effective
business practice?




Compliance Programs

The seven elements identified in the federal sentencing
guidelines are the primary indicators of the Federal

Government’s expectations for effective compliance
activities
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Policy and . o .
Procedure Open Training and Maonitoring and Response to Consistent

Integration Communication Education Auditing Detected Ermors Enforcement

High Lewel of
Owersight




Self Developed vs Government Required

oSelf Developed - reduced risk in resolution of
prosecution

oGovernment Required — often overly burdensome




Self Disclosure

oWhy? Required by Contract or Grant Conditions

oWhen? Significant evidence has been uncovered

oWho? Contracting & Program Officer, Your @
Cognizant Auditors,

oWhat? Clearly state issues identified by internal
review and plan of action

oHow? Official letter, preceded by and/or follow-up
phone conversations




Effects of a Government Investigation
or Audit

o Resources, Relationships, Reputation
o Additional burdens

oReduced morale and trust
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Other Issues?
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COIl — Corporate Gifts — Expenditure analysis - ICOI
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