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Questions Leaders are Asking

President, Chancellor,

Provost
Are we in compliance

with all of these
regulations related to
information security?

Do we know where all of
our sensitive data is
located today?

©

CFO

Are we adequately
funding information
security?

What are the costs of
responding to impacts of
attack?

o
1Y

Am | implementing
solutions bigger, faster,
cheaper and in a more

secure way?

How do | balance the
need for access and the
need for protection?
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CISO

Is the institution enabling
me to be successful?

How do I help educate
and oversee an effective
security program?




Risks by the Numbers

17

LET

* 1% or1lin 131 of all
emails in 2016
contained malware
(increase from 1 in 220
in 2015)

* 45% increase in the
number of reported
data breaches from
2016 to 2017

Increases

é=

Losses

e $141 is the average
cost incurred for each
lost or stolen record
containing sensitive or
confidential information

* $360 is the approximate
price of an Electronic
Health Record on the
black market compared
to $1 for a SSN

$8T — Projected total cumulative cost of data breaches from
2017 - 2022
179M — Total number of records compromised by data
breaches in the US 2017




A Greater Focus on
Technology

Institutions are concentrating on:

Improving researcher satisfaction with reduced administrative

......

vav4\ Providing organizations both a platform & data for continuous
improvement.

Reducing costs associated with improving security and other
service delivery enhancements
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IT Security Requirements

General

Data
Protection
Regulation

FERPA
Family Educational Rights and
Privacy Act

PClAE

FisiiiA

CALIFORNIA

Crosswalk

Overview

Privacy standards for
the disclosure of
protected health
information

Security standards for
the protection of
health information
Breach notification
rules

Key principles for the
handling/storage of
data for EU citizens or
persons living in EU
Requirements for
establishing lawful
basis for processing
Individual rights
Security rules

Breach notification
rules

Privacy standards for
protection/disclosure
of student education

records

Security standards for
handling of payment
card information

Standards for
implementing
information security
programs for federal
agencies

Contains control-
focused minimum
security requirements

Customers are
afforded the right to
know what personal
data are collected
and why.

Broad definition of
private data: personal
identifiers,
geolocation, biometric
data, internet
browsing history,
psychometric data)

lance

GDPR (Privacy,
Security, Breach

HIPAA (Privacy,
Security, Breach

HIPAA
(Privacy/Disclosure)

HIPAA (Security
Control)

HIPAA (Security
Program, Security

HIPAA (Privacy,
Security, Breach
Notification)

Mapping to
best practices
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Q = Notification) Notification) EU GDPR (Privacy) EU GDPR (Security Control) /
o i : FERPA (Privacy)
E " o FERPA FERPA (Privacy) Control EU GDPR (Security i Y
% < (Privacy/Disclosure) PCI (Security Control) FISMA (Security Program, Security PCI (Security (.Zontrol)
O E -g PCI (Security Control) FISMA (Security Control) Control) ' FISMA (Securlty
O C>) 8 FISMA (Security Program, Security PCI (Security Control) Program, Security
n Program, Security Control) Control)
Control)
NIST CSF, SP 800-53 NIST CSF ISO/IEC 29100 NIST CSF, SP 800-53 FIPS (199, 200) FIPS (199, 200)

ISO/IEC 27001
ISO/IEC 27002
ISO/IEC 29100

ISO/IEC 27001
ISO/IEC 29100

ISO/IEC 27002

NIST CSF, SP 800-
18/37/53/60)

ISO/IEC 27001
ISO/IEC 27002

NIST CSF,
ISO/IEC 27001
ISO/IEC 27002

Snapshot
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Research Computing

These services can include:

* High performance computing

* High throughput computing

* Cloud-based computing services
« Storage of large data sets

« Data backup and security

e Performance networking
capabilities




High Performance Research
Computing

Establishing and maintaining high-
performance computing centers can be

extremely expensive for the institution.
‘ Facilities
costs (can
Technical include the
staff and IT usage of
P security space and
Software personnel utility costs)
licenses and

maintenance

Servers
and other
hardware

- How can an institution recover some of these costs
on an ongoing basis while continuing to provide

critical support to the research mission?
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Growth in Compliance and
Research Computing Costs

Incurring new costs
for different
purposes and
circumstances

Equipment and
other on-premise
costs are moving to
third party providers
and other hosted /
cloud solutions

Shifting from capital
investment to
operating expenses

- How can we charge/allocate these costs for the
government to pay its fair share? l'l HURON 22



How to Recover

Indirect

* Faclilities
e Administrative

- How do you quantify the ‘effort / cost’
associated with the treatment of potential recovery?
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Survey Results

Subsidize the entire operation, and include these costs in your F&A

- _ |
If your Institution offers High e

Performance Research
Computing Services, do you:

Operate this activity as a
Service Center

Operate this activity as a
Specialized Service Facility

If you treat High Performance [Sititna

Research Computing as a Storage
Service Center or SSF, what capacity
are the rate(s) based on: Annual

payment

Related to other IT Security
costs such as FISMA, NIST, Subsidize the entire operation, and include these costs in your F&A proposal

EU GDPR, etc. do you:




Treatment of Compliance and
Research Computing Costs

Are the
research costs
fully separated

. from non-
Can the time, research
effort, and costs? Can you
exggt?iiz o identify the
up/maintaining costs to the

© ; >
a service project level~

center justified?

Direct

- How are
How are h
potential CAS C ar g I n g storage costs
issues for c'losted
projects
addressed? Labckyged

Do you treat

How are costs computing

not defined at ;
the project level costs differently

2 than storage
handled” ts
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Treatment of Compliance and
Research Computing Costs

Cost Separation

 How are administrative costs separated from facility
costs?

Cost Allocation

* What is the right basis for allocation of costs?

» Are there costs that may be directly allocated to
specific awards?

Cost Incentivization

* If grants and Pls are not charged for research
computing, how may behavior be incentivized (e.g.
most economical manner of storage)?
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Treatment of Compliance and
Research Computing Costs

* Are there other options
for IT Security than to
include it in an F&A
rate?

» Could NIST or FISMA
costs be charged
directly?

'_'_'-| / « If not considered F&A,
how is CAS compliance
: \ | ensured?

* What components may
be included in Facilities?

» Does IT security cover
all institutional areas?
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Additional Thoughts

« Should institutions charge for these
services?

e Should these operations be subsidized?

 What costs should be included in the
billing rates?
 \What should be the rate base?

« What constitutes a specific “service?”

» How can the costs for each be
separated?
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THANK YOU

= 550 W Van Buren St #1700, Chicago, IL 60607
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